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C'EST QUOI \ |

= PFsense est un systéeme open source, il a de nombreuses
PFSENSE ? fonctionnalités comme créer un pare-feu mais aussi contréler
et sécuriser efficacement un réseau.
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tarting syslog...done.

tarting CRON... done.

f3ense £.5.Z2-RELEASE amdb4 Fri Jul 02 15:33:00 EDT 2021
ootup complete

reeBSD/amdb4 (pfSense.home.arpa) (ttyvo)
UM Guest - Netgate Device ID: 1abdOOOfe3dc685421857
* Welcome to pfSense 2.5.2-RELEASE (amd64) on pfSense ===

WAN (wan) -» vtnet@ -» v4,DHCP4: 192.168.20.152-/24
LAN (lan) -» vtnetl -» vd: 192.168.10.1/24

Logout (3SH only) 9) pfTop

Assign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConf igurator password 12) PHP shell + pfSense tools

Reset to factory defaults 13) Update from console
‘ O N F | G l | RA | |O N Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration

Ping host 16) Restart PHP-FPM

PFSENSE
nter an option:

= Dans un premier temps, nous allons définir plusieurs cartes
réseau a notre pfsense. Pour les configurer, il nous suffira de
définir les cartes réseaux. Pour cela, nous pouvons utiliser
1 (assign Interfaces)

= Ensuite, pour configurer des adresses IP, il nous suffit tout
simplement de mettre 2 (set interface(s) IP address )



0O T pisensshomearpa - StawsiDes X | - o u

« G A MNon 192.168.10.1

Status / Dashboard +©
System Information OO0 Netgate Services And Support [-Xx]
Name piSense home arpa
Contracttype  C rt )
User admin@192.168.10.10 (Local Database) C rt Only admin
' System KVM Guest
Netgate Device ID: 3dd95c88584el34e706d NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES pfsense
Version 2.5.2-RELEASE (amd64)
built on Fri Jul 02 15:33:00 EDT 2021 y ~ . ~
fecBSD 12 2eTABLE If you purchased your pfSense gateway firewall appliance from
Netgate and elected Community Support at the point of sae or SIGN IN
Version 2.7.0 is available. &3 instalied pfSense on your own hardware,
Version informaticn updated at Wed Sep 25 6:20:06 various community support resources. This includes the NETGATE
st RESOURCE LISRARY.
CPUType T S You also may upgrade o a Neigate Global Technical Assistance

Center (TAC) Support subscriplion. We're always onl Our team is
staffed 24x7x365 and commitied to delivering enterprise-class,
worldwide support at a price point that is more than competitive

AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No

PFSENSE LAN

= Ensuite, nous allons utiliser une machine Windows pour accéder
a l'interface de pfsense.

= Pour ce faire, nous allons l'intégrer la machine dans le réseau du
LAN.

= Ce quinous permettra d'accéder a l'interface de pfsense.




& @] A Nonsécurisé | 192.168.10.1/interfaces.php?if=opt1 ab Y§ = 2
-
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’Sense System ~ Interfaces v Firewall v Services » VPN~ Status + Diagnostics =

COMMUNITY EDITION General Configuration

Assig%ems Enable (7 Enableinterface
Interfaces / Interf s i @
AN Description DMZ
Enter a description (name) for the interface here.
LAN
Interface Assignments  Int¢ VLANs QinQs PPPs GREs GIFs Bridges LAGGs IPv4 Configuration Static Pva o
— Type
Interface Network port IPv6 Configuration None v
Type
WAN vinet0 (be:24:11:c0:f8:c4) v MAC Address JXHOCHHHHKIKK.

This field can be used to modify ('spoof’) the MAC address of this interface.

LAN vinet] (be:24:11:00:53:bc) M w Enter a MAC address in the following format: setxxioexxooc of leave blank.

MTU

Available network ports: vinet2 (be:24:11:e7:d5:bb) ME 4 Add
Static IPv4 Configuration
1Pv4 Address 102.168.11.1 /24 v

gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.
On local area network interfaces the upstream gateway should be "none”. Gateways can be managed by clicking here

PFSENSE LAN

= Nous allons ensuite pouvoir ajouter une DMZ. Pour ce faire, nous
allons nous rendre dans I'onglet (interface puis Assignements)

= Par default, une fois qu'on aura ajouté son nom sera opt 1 pour
ce faire, nous allons changer son nom et par la méme occasion
lui définir une IP




pfsense.home.arpa yu

UM Guest - Netgate Dewvice ID: 3dd95cB88984ef 34e706d

e Welcome to pf3ense 2.95.2-RELEASE (amdb64) on pfSense s

WAN (wan) -> vtnet® -> v4/DHCP4: 192.168.20.92-24
LAN (lan) -» wvtnetl -> v4: 192.168.10.1-24
, M2 C(optl) -» vitnetl -> v4: 192.168.11.1-24

PFSENSE DMZ

= Pour la partie DMZ, nous allons définir un serveur lamp dans le
réseau de notre DMZ, et nous allons définir 'adresse de notre
DMZ en gateway.




PFSENSE DMZ

Disabled 0O Disable this rule
NoRDR (NOT) [ Disable redirection for traffic matching this rule
This option is rarely needed. Don't use this without thorough knowledge of the implications.
I Interface WAN v
p— is specified
Address Family 1Pv4 v
Select the Internet Protocol version this rule applies to
I Protocol TCP ~
TCP" is specified [
Source

Destination

Destination port
range

O Invert match. I WAN address \,I :
Yoe

Address/mask

I HTTP v HTTP v

- - ustom

Specify the port or port range for the destination of the packet for this mapping. The 'to field may be left empty if only
mapping a single port

Single host v 192.168.11.2

& al

Redirect target IP

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4
In case of IPv6 addresses, in must be from the same "scope”,
i.e. itis not possible to redirect from link-local addresses scope (feB0:*) to local scope (1)

Redirect tagelgnrt HrTe he

Specify the port on the machine with the |P address entered above. In case of a port range, specify the beginning port of tt
range (the end port will be calculated automatically).
This is usually identical to the "From port” above.

rward 1:1  Outbound NPt I}

Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Action:

WAN address 80 (HTTP) 192.168.11.2 80 (HTTP) y’ Il

i) X2 O O

Y 23 WAN TCP & &

Nous allons faire en sorte qu‘avec le réseau de notre WAN on
puisse se connecter a notre lamp. Pour ce faire, nous allons
nous rendre dans lI'onglet firewall puis NAT.

Ensuite, nous allons ajouter une régle et dans cette regle nous
allons définir plusieurs parametres



A Non sécurisé | 192.168.20.92

E @ Maps [ Listedes 14allergd.. > Deepl Traducteur Sites suggérés [l Portail Orange Actu.. [l Importés depuis [E [ K-Streaming - Film...

(a Apache2 Debian Default Page

%_

(] A MNon sécurisé | 192.168.11.2 o a& <5 ¥= &

( E) Apache2 Debian Default Page

mh_

PFSENSE TEST

=  Comme nous pouvons le voir, nous arrivons bien a accéder a notre
serveur lamp a partir d'une adresse en 192,168,20,X et a partir de
notre LAN aussi.




SOURCE = VMware Workstation Pro - Episode 6 - Créer un lab avec
PfSense (WAN + LAN + DMZ) (youtube.com)



https://www.youtube.com/watch?v=Vmd9Amz524U
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